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CITY OF SHINNSTON CONTINUITY OF OPERATIONS PLAN
APPENDIX 5: GLOSSARY
This appendix contains a list of terms and acronyms commonly used during a continuity of operations discussion.

DEFINITION OF TERMS
· Activity: A function performed by an organizational unit.

· Activation: When all or a portion of the continuity of operations plan has been put into motion.

· Administrative Authority: The ability to make decisions that have effects beyond the duration of the emergency, with a pre-assigned expiration date. Such decisions include policy determinations, hiring/dismissal of employees, and allocation of fiscal and non-monetary resources. These abilities may be assigned if the normal authority is not available for the duration of the emergency and are subjected as normal operating protocols.

· Agency Head: The highest-ranking official of the primary occupant agency, or a successor or designee who has been selected by that official.

· Alternate Database/Records Access: The safekeeping of vital resources, facilities, and records, and the ability to access such resources in the event the COOP plan is activated.

· Alternate/Relocation Facility: A location, other than the normal operating facility, used to conduct essential functions and/or process data in the event that access to the primary/normal operating facility is denied or the primary/normal operating facility is damaged. The alternate/relocation facility provides the capability to perform essential functions until normal operations can be resumed.

· Alternative Communications: A communication method that provides the capability to perform minimum essential department or office functions until normal operations can be resumed.

· Assumptions: A basic understanding about unknown disaster situations that the continuity of operations plan is based upon.

· Authority: A citation used in defense or support, or the source from which the citation is drawn. A conclusive statement or set of statements.

· Back Office Location: An office or building used by the organization to conduct support activities that is not located within an organization’s headquarters or main location.

· Backup: The practice of copying information, regardless of the media, to provide a duplicate copy.

· Backup Strategies (Recovery Strategies): Alternative operating method (i.e. platform, location, etc.) for facilities and system operations in the event of a disaster.

· Business Continuity: The ability of an organization to ensure continuity of service and support for its customers and to maintain its viability before, after, and during an event.

· Business Interruption: Any event, whether anticipated (i.e. strike) or unanticipated (i.e. blackout) which disrupts the normal course of business operations.

· Cold Site: An alternate site that is reserved for emergency use, but which requires the installation of equipment before it can support operations. Equipment and resources must be installed in such a facility to duplicate the essential business functions of an organization. Cold sites have many variations depending on their communications facilities, UPS systems, or mobility.

· Communications: Voice, video, and data capabilities that enable the leadership and staff to conduct the mission essential functions of the organization.

· Communications Failure: An unplanned interruption in electronic communication between a user terminal and a computer processor, or between processors, as a result of a failure of any of the hardware, software, or telecommunications systems comprising the link.

· Concept of Operations: Explanations of the guidelines supporting the implementation of the continuity of operations plan, to specifically include how each critical element is addressed.

· Continuity (COOP) Coordinator: An individual at the local level designated as a support entity for all participating departments/agencies that are implementing the plan.

· Continuity of Government: A coordinated effort within each branch of government to ensure that mission essential functions continue to be performed during a catastrophic emergency.

· Continuity of Operations: An internal effort to assure that capability exists to continue essential functions across a wide range of potential emergencies through a planning document.

· Continuity of Operations Plan: A set of documented guidelines to resume or restore critical business processes during and following a disruption.

· Coordination: To systematically advance an exchange of information among agency/company principals who have or may have a need to know certain information in order to carry out their role in a response.

· Delegation of Authority: The assignment of responsibilities to alternate personnel to aid in making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate.

· Department Head: The highest-ranking official of the primary occupant department, or a successor or designee who has been selected by that official.

· Designated Assembly Area: A predetermined area for employees to report in the event the building needs to be evacuated as a result of an emergency or disaster.

· Disaster: Any event that creates an inability to provide essential business functions for some predetermined period of time.

· Electronic Vaulting: The transfer of data to an offsite storage facility via a communication link rather than portable media. Typically used for batch/journal updates to critical files to supplement full backups taken periodically.

· Emergency: A sudden, unexpected event requiring immediate action due to a potential threat to health and safety, the environment, and/or property.

· Emergency Authority: The ability to make decisions relating to an emergency, such as deciding on activation of the continuity of operations plan, service suspension, and office closure considerations. In all cases, those delegated emergency authority may make decisions on behalf of their department only if the normal authority figure is unavailable and for the duration of the emergency. The only criterion for delegation of emergency authority is the unavailability of a higher ranking individual during an emergency situation.

· Emergency Operating Records: Records (plans and directives, orders of succession and delegation of authority) essential to the continued functioning of an agency during and after an emergency.

· Emergency Operations Center: The site from which local officials (municipal, county, state, and/or federal) exercise direction and control during an emergency.

· Emergency Operations Plan: A plan that provides operational guidelines for emergency situations that generally includes personnel and public safety.

· Emergency Public Information: Information, which is disseminated primarily in anticipation of an emergency or at the actual time of an emergency and in addition to other information that frequently directs actions, instructs, and transmits direct orders.

· Employee Relief Center: A predetermined location for employees and their families to obtain food, supplies, financial assistance, etc. in the event of a catastrophic disaster.

· Essential Functions: The critical activities performed by organizations, especially after a disruption of normal activities. 

· Evacuation: The organized, phased, and supervised dispersal of employees and/or customers from dangerous or potentially dangerous areas and their reception to and care in safe areas.

· Event: The specification of a significant occurrence that has a location in time and space.

· Exercise: An event that allows participants to apply their skills and knowledge to improve operational readiness. Exercises allow planners to evaluate the effectiveness of previously conducted tests and training activities.

· Extended Outage: A lengthy, unplanned interruption in system availability due to computer hardware or software problems or communications failures.

· Facilities: A location containing the equipment, supplies, and voice and data communication lines to conduct transactions required to provide services under normal conditions.

· Family Support Planning: The information an agency should provide to employees that they could share with their families about preparing for an emergency in advance.

· File Backup: The practice of dumping (copying) a file stored on a disk or tape to another disk or tape. This is done for protection in the event the active file gets damaged.

· File Recovery: The restoration of computer files using backup copies.

· File Server: The central repository of shared files and applications in a computer network (LAN).

· First Responder: Local police, fire, and emergency medical personnel who first arrive on the scene of an incident and take action to save lives, protect property, and meet basic human needs.
· Formal Communications: Formal communications are the responses to action items or requests for the deployment of action items during emergencies. Examples include status updates and resource requests.
· Go Kits: Packages of records, information, communications and computer equipment, and other items related to emergency operations. They should contain items that are essential to supporting a department’s operations at the alternate facility.

· Hot Site: An alternate facility that has the equipment and resources to recover the business functions affected by the occurrence of a disaster. Hot sites may vary in type of facilities offered (such as data processing, communication, or any other essential business functions needing duplication). Location and size of a hot site will be proportional to the equipment and resources needed. A fully-equipped facility, which includes stand-by computer equipment, environmental systems, communications capabilities, and other equipment necessary to fully support an organization’s immediate work and data processing requirements in the event of an emergency or disaster.

· Implementation: To give practical effect to and ensure actual fulfillment by concrete measures.

· Informal Communications: Messages transmitted between departmental staff members. These messages may pertain to the operational tasks at hand but usually do not result in formal requests for resources. They are not responses to status updates, resource requests, etc.
· Internal Call List: Standard format for an emergency call-tree for employees.

· Internal Hot Sites: A fully-equipped alternate processing site owned and operated by the organization.

· Interoperability: The ability of a system or product to work with other systems or products without special effort on the part of the user. 
· Interoperable Communications: Communications that provide the capability to perform essential functions, in conjunction with other agencies and organizations, until normal operations can resume.  

· Interruption: An outage caused by the failure of one or more communications links with entities outside of the facility.

· Key Personnel: Those positions required to be filled by the local government or deemed essential by the state or individuals whose absence could jeopardize the continuation of an organization’s critical functions.

· Legal and Financial Records: Records essential to the protection of the legal and financial rights of an agency and of the individuals directly affected by the agency’s activities.

· Line Rerouting: A service offered by many regional telephone companies allowing the computer center to quickly reroute the network of dedicated lines to a backup site.

· Line of Succession: Provisions for the assumption of senior agency offices during an emergency in the event that any of those officials are unavailable to execute their legal duties.

· Local Area Network (LAN): A short distance data communications network used to link computers and peripheral devices (such as printers) under some form of standard control. A LAN can be extended with point-to-point wireless access points, thereby extending the coverage area inside large buildings or to nearby buildings within the campus.

· Long-Term Emergency: An incident that last four (4) days or longer.

· Loss: The unrecoverable business resources that are redirected or removed as a result of a disaster. Such losses may be loss of life, revenue, market share, competitive stature, public image, facilities, or operational capability.

· Mobile Hot Site: Large trailer containing backup equipment and peripheral devices delivered to the scene of a disaster. It is then hooked up to existing communications lines.

· Natural Hazards: Events caused by nature causing disruptions to an organization.

· Network Outage: An interruption in system availability as a result of a communications failure affecting a network of computer terminals, processors, or work stations.

· Non-Relocation Group: Those individuals within a department that would not be necessary to facility minimum essential functions. Normally, these individuals report home or are temporarily re-assigned to provide assistance to other affected departments.

· Non-Vital Records: Records or documents, which, if irretrievably lost or damaged, will not materially impair the organization’s ability to conduct business.
· Off-Site Storage Facility: A secure location, remote from the primary location, at which backup hardware, software, data files, documents, equipment, or supplies are stored.

· Operating Software: Software on a computer that governs the use of the hardware and software resources composing that computer for the use of the user and other pieces of software.

· Operational Period: The time scheduled for executing a given set of operational actions, as specified in the Incident Action Plan. Operational periods can be of various lengths, although usually they last 12 to 24 hours.
· Organizational Chart: A diagram representative of the hierarchy of an organization’s personnel.

· Outsourcing: The transfer of data processing functions to an independent third party.

· Personnel Accountability: The assurance that all personnel are safe, essential employees have arrived at the site, and replacement personnel and augmentees can be identified quickly, when necessary.

· Primary Critical Functions (a.k.a. “Essential” Functions): Those functions that enable an organization to provide vital services, exercise civil authority, maintain the safety and well-being of the citizenry, and sustain the industrial/economic base during an emergency. Business activities or information, which could not be interrupted or unavailable for several business days without significantly jeopardizing the operation of the organization.

· Primary/Normal Facility: The site or normal, day-to-day operations (also known as the “regular operating location”).

· Public Communication: Communication with various sectors of the public to influence their attitudes and opinions in the interest of promoting a person, product, or idea.

· Public Information Officer (PIO): Official at headquarters or in the field responsible for preparing and coordinating the dissemination of public information in cooperation with other responding agencies.

· Reconstitution: The process by which surviving and/or replacement agency personnel resume normal agency operations from the original or replacement primary facility.

· Reconstitution Plan: Plan outlining the process by which agency personnel resume normal agency operations from the original or replacement primary facility (also known as “deactivation of the COOP plan”).

· Record Retention: Storage of historical documentation for a set period of time, usually mandated by state and federal law or the Internal Revenue Service.

· Recovery: The implementation of prioritized actions to return to an organization’s processes and support functions to operational stability following an interruption or disaster.

· Relocation: The process of establishing a new, alternate place of operations.

· Relocation Group: The group of personnel from a department that is necessary to facilitate minimum essential functions throughout an emergency. The group is termed the “relocation group” because it typically relocates to an alternate facility and provides essential functions from there.
· Salvage and Restoration: The process of reclaiming or refurbishing computer hardware, vital records, office facilities, etc. following a disaster.

· Short-Term Emergency: Incidents that last three (3) days or fewer.
· Supportive Essential Function: Any secondary functions on which a primary essential function depends. These functions can operate both within and outside of the agency.

· Supportive Function: Business activities or information, which could be interrupted or unavailable indefinitely without significantly jeopardizing critical functions.

· System Outage: An unplanned interruption in system availability as a result of computer hardware or software problems (or operational problems).

· Uploading: The process of initiating a connection and sending information over that connection.

· Vital Records, Systems, or Equipment: A document, regardless of media, system, or piece of equipment, which, if damaged or destroyed, would disrupt business operations and information flow and result in considerable inconvenience and expense in order to recreate the record. May be required for continual operations.
· Warm Site: An alternate operating site which is only partially equipped.

· Wide Area Network (WAN): A data telecommunications network typically extending a LAN outside a building over common carrier lines to link other LANs that are geographically dispersed. In some situations, point-to-point wireless access points can be used to replace common carrier lines.
· Workflow: The sequence of activities performed in a business that produces a result of observable value to a customer.

DEFINITION OF ACRONYMS
· AAR – After-Action Review
· B&O – Business and Occupation
· CGC – Continuity Guidance Circular

· COGCON – Continuity of Government Readiness Conditions

· COOP – Continuity of Operations

· EOC – Emergency Operations Center

· EOP – Emergency Operations Plan

· EPI – Emergency Public Information

· FBI – Federal Bureau of Investigation

· FCD – Federal Continuity Directive

· FEMA – Federal Emergency Management Agency

· FOIA – Freedom of Information Act

· HCBES – Harrison County Bureau of Emergency Services

· HSEEP – Homeland Security Exercise and Evaluation Program

· HSPD – Homeland Security Presidential Directive
· IAP – Incident Action Plan

· IC – Incident Commander

· ICS – Incident Command System

· IT – Information Technology

· JIS – Joint Information System

· LAN – Local Area Network

· MAA – Mutual Aid Agreement

· MOU – Memorandum of Understanding

· NFPA – National Fire Protection Association
· NIMS – National Incident Management System

· Non-RG – Non-Relocation Group

· PA – Public Assistance
· PDC – Planning and Development Council

· PEIA – Public Employees Insurance Agency

· PERS – Public Employees Retirement System

· PIO – Public Information Officer

· POC – Point of Contact

· RG – Relocation Group

· TT&E – Tests, Training, and Exercises

· USDHS – United States Department of Homeland Security

· WAN – Wide Area Network

· WMD – Weapons of Mass Destruction

· WVDEP – West Virginia Department of Environmental Protection

· WVDHSEM – West Virginia Division of Homeland Security & Emergency Mgmt.



