
CITY OF SHINNSTON CONTINUITY OF OPERATIONS PLAN
APPENDIX 2: DEPARTMENT-SPECIFIC COOP GUIDELINES	
COOP #3: POLICE DEPARTMENT

	
DISCUSSION OF MAJOR COOP CONCEPTS
The following is not a comprehensive list of the COOP concepts discussed in this plan. It does, however, list the major concepts. This list serves as a quick reference guide for the user of the plan.

· Essential Functions: 3-2
· Service Suspension and Consolidation: 3-2
· Plan Activation Levels: 3-4
· Alternate Operational Considerations: 3-5
· Relocation: 3-6
· Lines of Succession: 3-9
· Vital Records: 3-7
· Reconstitution: 3-8




I. SITUATION AND ASSUMPTIONS
A. Situation
1. The Shinnston Police Departments provides general law enforcement and disaster services for the City of Shinnston, West Virginia.
2. The Police Department’s station is located at 43 Bridge Street in Shinnston.
3. The department works closely with the city Judge as well as the Harrison County Sheriff’s Department and West Virginia State Police. None of these relationships, though, could be considered “agency interdependencies”.

B. Assumptions
1. Situations will occur that are beyond the planned scope of this guideline.
2. Adequate advance warning will be received so as to implement this guideline.
3. Police Department personnel will understand their responsibilities as outlined in this plan.
4. The Police Department can implement this plan within 12 hours.
5. Existing communications systems are adequate to facilitate the implementation of this plan. When unavailable, sufficient backup systems have been identified.

II. CONCEPT OF OPERATIONS
A. General
1. The Police Department is comprised of eight (8) staff members.
a. The Chief of Police serves as the primary Point of Contact (POC) for the department.
b. Staff composition includes one (1) Police Chief, two (2) Lieutenants, one (1) Senior Patrolman, three (3) Patrolmen, and one (1) Data Entry Clerk.
 
2. Essential Functions
a. “Essential functions” are those organizational functions that should be sustained for as long as possible during any circumstance. Without the essential functions listed below, the Police Department would not be able to fulfill its core mission.
b. List of Essential Functions
i. Law enforcement
ii. Administration
iii. Emergency services

c. For additional information on essential functions (including prioritization), reference Attachment 1, Worksheets 1 and 2.

3. Service Suspension and Consolidation
a. “Services” relate directly to essential functions; often, “services” are the tasks that are necessary to provide essential functions.
b. The administration function could be suspended, contingent on the length of time that suspension would be necessary. The Police Department should attempt to re-establish departmental administration within two (2) weeks – even if at an alternate location – so that reporting, processing, etc. does not get so far behind that it creates an overly difficult burden to catch back up.


c. The following services are necessary to perform the essential functions listed above and cannot be suspended during any level of COOP activation.
i. Emergency services
ii. Law enforcement

d. In some instances, duties and services within the Police Department can be “consolidated” and continued. For example, the law enforcement and emergency services functions consolidate during emergency situations. The department is always tasked with maintaining law and order; emergencies simply place additional tasks on top of the law enforcement function. To accomplish these tasks, the Police Department maintains a number of Mutual Aid Agreements (MAAs) with surrounding police departments.
e. The Chief of Police has the authority to suspend or consolidate any service within the Police Department.

4. Personnel Cross Training
a. Personnel within the Police Department are generally cross trained to assist one another.
b. Assisting Other Departments: Given the nature of the Police Department’s functions, personnel would not likely be available to assist other departments.
c. Assistance from Other Departments: Other city personnel may be able to assist with the administrative function of the department since the function is primarily data entry and clerical.

B. Notification and Warning
1. Police Department Personnel
a. The Police Chief should receive notifications that this plan has been formally activated from the City Manager.
b. The Police Chief should notify the remaining department staff. Such methods as the telephone, face-to-face notifications, or radio messages can be used.
c. All notifications should include the following information:
i. A description of the incident,
ii. The level to which the plan is being activated,
iii. A means of obtaining additional information, and
iv. When to expect additional information.

2. If a staff member within the Police Department becomes aware of an emergency and has not received a notification that this plan has been activated, he/she should notify 911 to trigger an appropriate emergency response, and then notify the Chief of Police.
a. The Chief of Police may then coordinate with the COOP Coordinator (i.e., City Manager) to determine if an activation of this plan is appropriate.
b. If activation is appropriate, the Police Chief should continue notifying departmental staff and the COOP Coordinator would initiate all other appropriate notifications.

C. Emergency Guidelines
1. Initially, all Police Department staff members should follow the instructions given in the emergency notification.
2. Activation Levels
a. Level 3 (Monitoring) 
i. Level 3 corresponds to an incident such as an intruder or hazardous material incident.
ii. Level 3 emergencies may only affect a portion of a government facility.
iii. Unless directly threatened by the emergency, an appropriate response for the Police Department may be to maintain heightened awareness and await further instructions.

b. Level 2 (Partial Activation) 
i. Level 2 corresponds to a partial activation of the plan (i.e., no relocation).
ii. Sample situations include severe winter storms, epidemic/pandemic, prolonged utility outage, facility damage, etc.

c. Level 1 (Full Activation) 
i. Level 1 corresponds to a full activation. 
ii. Sample situations include major facility damage, confirmed credible threat to the facility, etc.

d. See Section IV.B of the Basic Plan for detailed information on activation levels.

3. When implementing this plan, a distinction is made between the “Relocation Group” (RG) and the “Non-Relocation Group” (Non-RG). RG personnel are those that would be necessary to sustain services related directly to essential functions. Non-RG personnel sustain services related to non-essential functions.
a. The titles “RG” and “Non-RG” derive from the assumption that RG personnel would report to an alternate facility to sustain essential functions while Non-RG personnel could report home. 
b. Non-RG personnel should remain on “stand-by” or as backups to RG personnel to ensure an on-going continuity of the department’s operations. 
c. Non-RG personnel may also be temporarily assigned to other departments should they request assistance providing services related to their essential functions. The utilization of this department’s personnel would be coordinated by the Police Chief and the COOP Coordinator. 
d. For the purposes of this plan, all law enforcement officers are considered RG personnel while the Data Entry Clerk is considered Non-RG. If a relocation to an alternate facility is necessary (or city building operations are moving to the police station), the Data Entry Clerk may be called in to assist in setting up the alternate site.

4. Work from Home
a. In general terms, Police Department operations can proceed remotely. As such, officers would work out of their home, simply starting their patrols from those locations.
b. The Chief of Police has the authority to direct operations to this type of an arrangement.
c. If needed by the public, messages could be relayed through the city building (or alternate city building site) as per public information releases.
d. Communications between departmental staff would likely proceed by telephone or radio during a work from home arrangement.

D. Relocation 
1. Evacuating the Primary Facility
a. If the police station must be evacuated, personnel should attempt to remove the RMS computer as well as any radio equipment at the site.
b. Most generally, records are backed up to the RMS computer; any records that are known to not be backed up should be removed as well.

2. Alternate Facilities
a. Preferred: Shinnston City Building
i. Directions from the Primary Facility: Turn right onto Pike Street; travel two (2) blocks. Turn right onto Main Street; the facility will be on the right.
ii. The facility would be considered a “hot site” for continuity operations as all systems and equipment, with the exception of non-electronic vital records, would be available at the city building.
iii. Any vital records normally kept at the station that would be needed for the duration of the relocation should be transferred to the city building.
iv. Due to the proximity of the station to the city building, this facility would likely only be suitable if only the police station was affected by an emergency.

b. Secondary: Harrison County Mobile Command Unit
i. Directions from the Primary Facility: N/A
ii. The city would rely heavily on county resources – likely through the Harrison County Bureau of Emergency Services – for the use of this unit. The unit is a countywide resource and would likely be most appropriate for use during situations affecting only Shinnston or northern Harrison County.
iii. It would be difficult to perform administrative functions in the mobile command unit. If the situation extends for longer than two (2) weeks, it may be necessary to establish the administrative function at the site at which the City Manager and Finance Officer are operating.

c. If relocation becomes necessary after the start of the incident, the directive may be received directly from the COOP Coordinator (i.e., City Manager). The notification should contain the name, location, and directions of the facility to which to relocate.
d. See Attachment 1, Worksheet 5 for additional information on alternate facilities.
e. Contingent upon the type of incident and/or its location, the City Manager or Police Chief may select a different continuity facility on an ad-hoc basis (especially if the above-listed facilities are unavailable or at risk from the hazard).

3. The transition of police operations may not be overtly noticeable to other city employees or the general public. Most officers would be functioning as emergency responders and would simply report to a different location. If relocation of the administrative function is necessary, the Police Chief should contact the Data Entry Clerk to assist in moving equipment and records from the station (if it is safe) and to set-up a work space at any alternate location.
4. Should the police station be selected as an alternate site for the city building, the Data Entry Clerk should be called in to prepare the station (i.e., clean, organize, set up tables, etc.).
5. Officers may be delegated to assist the Data Entry Clerk, as available and necessary.

E. Vital Records
1. There are two (2) types of vital records: those that support daily operations and those that are mandated to be maintained by state code or local ordinance.
2. Emergency Operating Records
a. Activity reports
b. Incident reports
c. Documentation

3. Rights and Interests Records 
a. Incident reports
b. Complaint forms
c. Documentation

4. All Police Department personnel have access to these files.
5. As can be seen, incident reports and documentation such as warrants are considered both “emergency operating records” and “rights and interests” records. These files are needed to facilitate operations but are also required to be stored and maintained for periods of time specified by law.
6. Some of these files are backed up to computers. All are copied and maintained in duplicate at the station.
7. See Attachment 1, Worksheet 7 for more information on vital records, including detailed back-up and security measures.

F. Reconstitution (i.e., Recovery)
1. Once operations are transferred back to the primary facility, personnel can return to their normal operating location. 
2. If such equipment as computers, telephones, copiers, fax machines, etc. is damaged or destroyed, it can be repaired/replaced consistent with a priority assigned by the Recovery Team.
3. Once personnel have relocated to their normal operating location and they notice damages or other problems at the primary facility that have not been reported by the Recovery Team, they should notify the Recovery Team through the Police Chief (or designee).
4. Any special considerations for resuming normal or near-normal operations should be communicated to the Police Chief (or designee) by the Recovery Team Leader (i.e., City Manager).
5. The Chief of Police may serve as a member of the city’s Recovery Team (which is why recovery requests may need to be channeled through the Chief’s designee).
a. The Police Chief would likely be notified by telephone if he is needed for recovery operations.
b. The responsibilities of the Recovery Team are numerous and include determining what is necessary for a full recovery, prioritizing the procurement of recovery resources, etc.
c. See Section IV.I.3 of the Basic Plan for additional information on the Recovery Team, including a full list of responsibilities.

6. See Attachment 1, Worksheet 9 for additional information on recovery resources.

III. DIRECTION, CONTROL, AND COORDINATION
A. The “COOP Coordinator” position is a role – not a full-time position – put into place to ensure a baseline level of support for all departments implementing this plan. For Shinnston, the COOP Coordinator role is normally filled by the City Manager.
B. Lines of Succession
1. Lines of succession ensure that a decision-maker is in place for the Chief of Police.  The Police Department adheres to a paramilitary rank structure whereby all personnel are supported and backed up by rank denotations.
2. In order for a continued leadership capability, a “delegation of authority” should accompany any transition through the order of succession. Two (2) types of authority can be delegated: emergency authority or administrative authority. See Section V.C of the Basic Plan for additional information.
3. Orders of Succession
a. Chief of Police
i. Lieutenant (per availability)
ii. Lieutenant (per availability)



b. Lieutenant
i. Remaining Lieutenant
ii. Senior Patrolman

4. See Attachment 1, Worksheets 3 and 4 for additional information.
5. Devolution of Control: If the Police Department were completely incapacitated, the Harrison County Sheriff’s Department – through mutual aid – could fulfill the essential functions within the city.

IV. INFORMATION COLLECTION AND DISSEMINATION
A. Continuity operations would not likely significantly change how the Police Department interacts with the public. Releases of Emergency Public Information (EPI) should include a new contact number for the department (be that at the city building or other location). In all cases, calling 9-1-1 for incidents within the city would still result in the dispatch of the department.
B. Status Reporting
1. Personnel at the city building may request periodic status updates. If a request is received, provide information, as necessary. 
2. If a status request has not been requested by the city building, the Police Chief (or designee) should, at a minimum, update the City Manager as to status at approximately 1200 hours and 1630 hours add 2000 hours. (These updates are on the assumption that even during relocations, normal operating hours for regular employees would continue.) 
3. There would be no standard format for status updates. Simply convey that business is as usual or alert emergency personnel to unusual or hazardous situations. See Appendix 3 to the Basic Plan for a sample status report.

V. COMMUNICATIONS
A. Message Flow
1. Communications with the COOP Coordinator (i.e., City Manager) are primarily maintained via telephone.
2. Telephone and radio communications should continue between departmental staff.
3. The telephone serves as the primary means of communicating with other city departments.

B. Communications Capabilities
1. The landline telephone and facsimile service are provided by Frontier Communications. Cellular phones can augment or substitute for landline voice service as long as towers are operational and coverage is available.
2. The Police Chief carries a city-issued cellular phone with US Cellular service. 
3. Email is provided through the city’s website, hosted by CityNet. As long as CityNet’s facilities are unaffected, departmental personnel can access email from remote locations.
4. High-speed internet service is provided by Suddenlink. No backup has been identified.
5. Emergency radio communications are facilitated by Shinnston’s participation in the Statewide Interoperable Radio Network (SIRN). SIRN participation ensures interoperability with other departments in Harrison and surrounding counties. Should the city’s radios be unavailable or inoperable, the Police Chief could negotiate borrowed use another department’s radios.
6. See Worksheet 8 in Attachment 1 for more information on communications capabilities.

VI. ADMINISTRATION, FINANCE, AND LOGISTICS
A. Administration
1. If, during a long-duration emergency, operations are restricted to a minimum or completely suspended (temporarily), continual revenue to the city budget may become an issue. As a result, the Mayor may consider temporary reductions or suspensions of payroll. Only the Mayor (and City Council) can take such action. If such measures would be necessary, the Police Chief would be notified. 
2. Employee Accountability
a. Throughout the course of an emergency that causes the activation of this plan, personnel should be accountable to the Police Chief. 
i. For situations that force the closure of the police station, the Data Entry Clerk would be sent home and officers would work remotely.
ii. For situations that force the Police Department to relocate, see above.

b. The Chief of Police is free to determine the methods suitable for notifications (e.g., daily text messages or phone calls, etc.). As such, it’s the Chief’s responsibility to tell staff members of this means when notifying them of the activation of this plan.
c. Unauthorized Absences
i. Staff members are expected to operate efficiently and effectively based on orders given, regardless of location or schedule.
ii. If personnel are absent without an authorized reason, the Police Chief (in coordination with the City Manager) can determine appropriate disciplinary measures. Such measures may include (and are based on the severity of the infraction):
· Verbal reprimand,
· Written reprimand,
· Withhold pay for the period of the unauthorized absence,
· Suspend staff member for a proportionate period of time, or
· Termination of employment.

iii. As with normal operations, the Police Chief may also grant authorized absences.

B. Finance
1. So as to request reimbursement for personnel overtime, resources expended, etc., accurate records should be kept.
2. Only resources expended as a direct result of the emergency situation are eligible for reimbursement. Reporting should include a brief description of the emergency tasks that affected a given resource.
3. In general terms, supplies and/or services that are needed as a result of the emergency can be obtained from regular suppliers and vendors. The forms contained in Appendix 3 to the Basic Plan can be used so that consistent records are kept for inclusion into cost reimbursement requests.
a. Section VIII.B.2 in the Basic Plan discusses communications with contractors and suppliers.
b. The city coordinates with the Harrison County Bureau of Emergency Services (HCBES) should resources be necessary that cannot be obtained through existing contracts, vendor agreements, mutual aid agreements, etc. The HCBES maintains a county and region-wide resource database for such a purpose.

4. All forms and reports should be submitted to the City Manager within ten (10) days of the deactivation of this plan. If another timeframe must be met, dates/times should be communicated by the City Manager.

C. Logistics
1. “Vital systems and equipment” include the components, processes, and requirements to ensure the continued performance of essential functions. The following are considered vital to the operations of the Police Department:
a. Computers,
b. Radio system,
c. Weapons, and
d. Vehicles.

2. See Attachment 1, Worksheet 6 for additional information on vital systems and equipment.

VII. LIST OF ATTACHMENTS
Attachment 1: Completed COOP Worksheets
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ATTACHMENT 1: COMPLETED COOP WORKSHEETS

This attachment contains completed worksheets that may be used to reference detailed information vital for continuity of operations.
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