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CITY OF SHINNSTON CONTINUITY OF OPERATIONS PLAN

BASIC PLAN
	Related Federal ESFs
	· ESF #5: Emergency Management

· ESF #7: Resource Support
· ESF #14: Long-Term Community Recovery and Mitigation

	Related State EOP Annexes
	· EOP Basic Plan
· Annex P: Continuity of Government

	Primary 
Entities
	· Shinnston City Council
· Shinnston City Manager

	Support 
Entities
	· Finance Officer
· Police Department

· Public Works

· Sewer Plant

· Water Plant

	Authorities
	· HSPD-5: Management of Domestic Incidents

· HSPD-20/NSPD-51: National Continuity Policy

· Pets Evacuation and Transportation Standards Act of 2006

· Americans with Disabilities Act of 1990
· §15-5-4 – West Virginia Disaster Recovery Board

· §15-5-6 – Emergency Powers of the Governor 

· §15-5-8 – Local Organization for Emergency Services

· §15-5A-6 – Powers and Duties of the Office of Emergency Services

· §15-5-24 – Disaster Recovery Trust Fund 

	References
	· National Response Framework, USDHS, as amended.

· Federal Continuity Directive 1 (FCD-1), USDHS, February, 2008.
· Continuity Guidance Circular 1 (CGC-1), Continuity Guidance for Non-Federal Entities, USDHS FEMA, January, 2009.

· CGC-2: Continuity Guidance for Non-Federal Entities: Mission Essential Functions Identification Process, USDHS FEMA, July, 2010.

· Standard on Disaster/Emergency Management and Business Continuity Programs, NFPA 1600, as amended.

· West Virginia Emergency Operations Plan, WVDHSEM, as amended.

· West Virginia State Hazard Mitigation Plan, WVDHSEM, as amended.

· Harrison County Emergency Operations Plan, HCBES, as amended.
· Region 6 Planning & Development Council Multi-Jurisdictional Hazard Mitigation Plan, Region 6 PDC, as amended.
· Continuity of Operations (COOP) Planning Manual, Virginia Dept. of Emergency Management, as amended.


I. INTRODUCTION

Recent events worldwide have prompted all levels of government to take a closer look at Continuity of Operations (COOP) planning and the positive impact it can have on their organizations. COOP is an effort to ensure the stability of essential functions during a wide array of potential emergencies and events. Today’s changing threat environment and recent emergencies encompass the need for COOP capabilities and plans. Such events include the tragedy of September 11, 2001; the August, 2003, power outage that struck states from Ohio to Connecticut and into Canada; the costliest hurricane of all-time, Hurricane Katrina; and the 2009 H1N1 pandemic response.
The mission of every department within the City of Shinnston’s government structure is to provide reliable service to its constituents. The obligation of government is to provide seamless services, especially those involving public safety and health, in regards to any such event. In short, by ensuring that these services continue, COOP planning is a “good business practice”. 

II. PURPOSE AND SCOPE
A. Purpose

This COOP plan explains how the government of the City of Shinnston should operate to provide essential local government services in the event of a large-scale or long-duration emergency. This document predetermines, to the extent possible, actions to be taken by elected officials and their employees. 
This plan provides Shinnston’s departments a program for continuing operations following an emergency event whether natural, technological or man-made, and guides the operation of those departments’ essential functions during an emergency that may disrupt normal operations. The primary goal of this plan is to restore essential functions within 12 hours of activation and facilitate the ability to perform those functions for up to 30 days in accordance with applicable federal and state guidance. 

B. Scope

This plan applies to all departments that participate and have department-specific COOP guidelines included as a part of Appendix 2. 

III. SITUATION AND ASSUMPTIONS

A. Situation

1. In general, significant threats to the life and safety of government employees may trigger the activation of this plan. 
2. Specifically, the following types of hazards may occur throughout Shinnston and northern Harrison County in such a way as to significantly disrupt the normal operations of local government.

a. Natural Disaster: A natural disaster, such as a winter storm or severe wind event may either affect actual government facilities, causing enough damage so as to render them unusable until repaired, or the workforce, causing employees to be unable to report to work.
b. National Security Issue: It is possible that an incident at the nearby Federal Bureau of Investigation (FBI) facility in Bridgeport could impact the city. The scope of that impact would vary considerably and may or may not affect the city’s operations. The impact would likely be minimal (but present), hence its inclusion in this document.
c. Domestic Terrorism: Disgruntled employees or angry citizens may cause a disruption or inflict violence at government facilities.

d. Public Health Concerns: Epidemic outbreaks (including pandemics) may force the closure of government facilities (to prevent spread of the disease) or significantly decrease the available workforce, thus forcing a reduction in services.

e. Utility Interruptions: Such situations as a long-term electricity, gas, or water outage (72 hours or more) could temporarily close government facilities or force their temporary relocation.

3. The following facilities are owned by the city government and may contain the offices of participating entities.
a. City Office
b. City Park (including the bath house and swimming pool)

c. Museum

d. Police Department

e. Sewer Treatment Plant

f. Water Treatment Plant

4. Hazard events that cause government offices to close for a day or less usually do not lead to significant disruptions in the availability of government services. While some of the hazards listed above may cause these short-term inconveniences, this plan concentrates on those events which may interrupt government services for a prolonged period, and those which immediately threaten the safety of government employees.
5. Hazards causing potential long-term interruptions to government services may have sufficient warning/monitoring time (such as a flood or pandemic) or be quick onset (such as a fire or violent intruder). As such, appropriate notification and communications systems should be developed to ensure that employees can be notified immediately if they are in danger and to ensure that employees can be reached (not only during normal work hours but also at home) to notify them that they are not to report to work (or to tell them to return to work).

6. This plan is written such that it can be activated on an immediate basis or by a phased approach.

B. Assumptions

1. Emergency events will occur that threaten the effectiveness of local government operations.

2. A workforce is necessary to continue the effective operations of city departments and partner agencies.

3. Local governmental and administrative policies allow for emergency operations that may differ from routine operations.

4. The workforce may be reduced to a minimum number of employees to ensure operations at a diminished level during emergency conditions.

5. All employees will be familiar with the concepts of this plan.

6. Local government operations and services can be operational and available within 12 hours of the activation of this plan.
7. Participating entities will sustain operation or essential functions for 30 days following a disaster event.

8. Due to the unpredictable nature of many emergencies, some “ad hoc” modifications to the guidelines contained in this plan will be necessary during the actual response.

C. Hazard Vulnerability Assessment

1. The following charts discuss hazard probability and severity and estimate the impact of those hazards on the City of Shinnston and its government. 
2. An explosion, structure fire, and epidemic/pandemic situation would most likely necessitate long-term activation of this plan.

3. Much more detailed information regarding hazard vulnerability can be found in the Region 6 Planning & Development Council Multi-Jurisdictional Hazard Mitigation Plan. 
Hazard Probability Classification

	Description 
	Specific Hazard Event
	Frequency 

	(4) Frequent
	Likely to occur frequently.
	Continuously experienced.

	(3) Probable
	May occur several times.
	Experienced several times.

	(2) Occasional
	Likely to occur sometime. 
	Experienced. 

	(1)  Remote
	Unlikely but possible to occur. 
	Very rarely experienced. 

	(0) Improbable
	So unlikely it can be assumed occurrence may not be experienced. 
	Not experienced. 


Table 3.1
Hazard Severity Classification

	Description 
	Mishap Definition 

	(4) Catastrophic 
	Death, major structural loss or loss of all essential functions.

	(3) Critical 
	Severe injury, severe illness, marginal structural damage or loss of several essential functions. 

	(2) Marginal 
	Minor injury, minor illness/structural damage, loss of few essential functions.

	(1) Negligible 
	Less than minor injury/illness or structural damage, no loss of essential functions. 


Table 3.2
Hazard Impact Classification
	Description 
	Definition 

	(L) Low 
	Low severity and low probability.

	(M) Moderate 
	Medium-high probability and low-medium severity. 

	(H) High 
	High probability and high severity.


Table 3.3
Vulnerability Assessment Chart 
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	Impact

	
	(4)
	(3)
	(2)
	(1)
	(0)
	(4)
	(3)
	(2)
	(1)
	H
	M
	L

	Air/Water Contamination
	
	
	X
	
	
	
	X
	
	
	
	X
	

	Bomb (Threat)
	X
	
	
	
	
	
	
	X
	
	
	X
	

	Civil Disturbance
	
	X
	
	
	
	
	
	X
	
	
	X
	

	Communication Failure
	
	X
	
	
	
	
	X
	
	
	
	X
	

	Cyber Attack
	
	
	X
	
	
	
	X
	
	
	
	X
	

	Earthquake
	
	
	
	X
	
	
	
	
	X
	
	
	X

	Electrical Power Failure
	X
	
	
	
	
	
	X
	
	
	X
	
	

	Epidemic 
	
	
	
	X
	
	X
	
	
	
	
	X
	

	Explosion 
	
	
	X
	
	
	X
	
	
	
	X
	
	

	Flooding
	
	X
	
	
	
	
	
	X
	
	
	X
	

	Hazmat Release 
	
	
	X
	
	
	
	
	X
	
	
	
	X

	Prohibited Access 
	
	X
	
	
	
	
	X
	
	
	
	X
	

	Severe Thunderstorm 
	X
	
	
	
	
	
	
	X
	
	
	
	X

	Severe Winter Storm/Ice 
	X
	
	
	
	
	
	
	X
	
	
	X
	

	Structure Fire
	
	X
	
	
	
	X
	
	
	
	X
	
	

	Terrorism/WMD
	
	
	
	X
	
	X
	
	
	
	X
	
	

	Tornado
	
	
	
	X
	
	
	X
	
	
	
	X
	

	Transportation Accident
	X
	
	
	
	
	
	
	
	X
	
	
	X

	Water Failure 
	
	
	X
	
	
	
	
	X
	
	
	X
	

	Probability:
	1 = Remote
	Severity: 
	1 = Negligible
	Impact:
	L = Low

	
	2 = Occasional
	
	2 = Marginal
	
	M = Moderate

	
	3 = Probable
	
	3 = Critical
	
	H = High 

	
	4 = Frequent
	
	4= Catastrophic 
	
	


Table 3.4
IV. CONCEPT OF OPERATIONS

A. General
1. Activation of the City of Shinnston Continuity of Operations (COOP) Plan may involve the deliberate and pre-planned movement of selected key and technical personnel (termed a “Relocation Group”) to an alternate facility; the implementation of temporary work guidelines; the delegation of emergency authorities to successors of Department Heads and/or technical personnel who are unavailable during the emergency; and/or the assignment of personnel to alternate responsibilities to ensure performance of essential functions. 

2. The City Manager formally serves as the city’s “COOP Coordinator”. The City Manager may rely heavily on the Finance Officer for distribution of continuity information during pre-emergency periods.

3. It is the responsibility of Shinnston’s government to provide for the general continuity of essential functions following an emergency. Each city department has the primary responsibility for continuity of its essential functions.

4. Delegation of Authority (General)

a. The emergency authority within each department generally follows the orders of succession detailed throughout Appendix 2.
b. Emergency appointments (where no other delegation of authority has been formally arranged) can be made by the City Manager, who may appoint the highest available person on that department’s order of succession to the authoritative position.

i. The authority for “ad hoc” or “as immediately necessary” emergency appointments rests only with the City Manager or Mayor. 
ii. Under some circumstances, the City Manager or Mayor may choose to activate an individual that is not next in line on a department’s order of succession. Under emergency conditions (and contingent upon the nature of the event), such a decision may be appropriate. 
iii. The COOP Coordinator may notify the person who has received the emergency appointment.

c. Additional, more specific discussions on delegation of authority can be found in Section V.B below.

B. Activation Levels
1. The City Manager should provide the approval to activate this plan on any level. Any and all Department Heads may recommend activation based on conditions they are witnessing within their departments.
2. The COOP Coordinator should serve as the coordinating agent when this plan is formally activated. The “coordinating agent” would be responsible for such support responsibilities as notification and warning, information and intelligence sharing, etc. 
3. The following table provides a brief description of Shinnston’s approach to each phase of COOP readiness and activation. These levels and phases serve as Shinnston’s Continuity of Government Readiness Conditions (COGCON). To remain flexible to the variety of situations that could warrant full or partial activation of the COOP, this table suggests a number of situational indicators. Any recommended impacts and decisions may (and should) be modified based on the actual events.
	Activation

Level
	Phase
	Activation Decision

	Level 3

Monitoring
	Single Phase
	Impact: Disruption of up to 12 hours, with little effect on service or impact to essential functions or critical systems.
Indicator(s): 

· An emergency is occurring that requires an immediate response to protect employees. 

· Level 3 activations may be restricted to individual facilities or areas within individual facilities.
Sample Situations:

· An intruder has entered the building and caused a disturbance.

· A nearby hazardous material incident has occurred that necessitates a shelter-in-place or evacuation.

· A short-duration utility outage has occurred.
Decision: No widespread COOP activation required.  


	Level 2

Partial Activation
	Single Phase
	Impact: Disruption of 12 to 72 hours, with minor impact on essential functions.
Indicator(s): 

· A community emergency has occurred and is prohibiting many employees from reporting to work.

· Pre-determined thresholds regarding minimum staff to operate (see department-specific COOP guidelines in Appendix 2) have been met and require a reduction in services.
Sample Situations:

· A severe winter storm has occurred that traps residents in many areas of the city or county.

· An epidemic (or pandemic) has struck the area and many employees are either ill or staying home to care for loved ones.

· A prolonged utility outage is predicted.

· Portions of one (1) of the city’s facilities (where department offices are located) have been damaged.
Decision: Limited COOP activation, depending on agency’s requirements. 

	Level 1

Full Activation
	Indicator(s): 

· One (1) of the city’s governmental facilities has been damaged to the point that it is unusable.

· One (1) of the city’s governmental facilities is directly susceptible to an impending hazard’s impact.
Sample Situations:

· The city office (or other facility) has burned.
· A threat has been received warning of damage/violence toward a facility.

	
	Phase I 

(Activation & Relocation)

0-12 Hours
	Impact: Disruption to one (1) or two (2) essential functions or to a vital system for no more than three (3) days. 

Decision: May require partial COOP activation to move certain personnel to an alternate facility or location in the primary facility for less than a week.

	Level 1

Full Activation

(continued)
	Phase II

(Alternate Facility/Work Site Operations)

12 Hours to Termination of Emergency
	Impact: Disruption to one (1) or two (2) essential functions or to the entire agency with potential of lasting for more than three (3) days but less than two (2) weeks. 
Decision: May require partial COOP plan activation. For example, delegation of authority for some key personnel may be required; in addition, movement of some personnel to an alternate work site or location in the primary facility for more than a week may be necessary. Personnel not supporting essential functions may be instructed not to report to work, or be re-assigned to other activities.

	
	Phase III

(Reconstitution)

Termination of Emergency
	Impact: Disruption of the entire agency with a potential for lasting at least two (2) weeks. 
Decision: COOP plan activation. May require activation of delegation of authority for some key personnel. May require movement of Relocation Group (RG) to an alternate work site for more than two (2) weeks. Personnel not supporting essential functions may be instructed not to report to work, or be re-assigned to other activities.  


Table 4.1
4.
If activation is approved, the COOP Coordinator should initiate notifications of Department Heads per the guidelines listed in Section IV.D below. Information to be given to Department Heads should include (but not be limited to) the following:

a. Description of the hazard (e.g., type, speed of onset, current damages),
b. Estimated impact of the hazard (e.g., physical damage, effects of workforce, estimated casualties),
c. Estimated duration of the event (e.g., hours, days, weeks, months), and
d. Level to which this document should be activated.
C.
Responsibilities

1.
COOP Coordinator
a. Notify affected local, regional, and state agencies.

b. Analyze the hazard and determine any situation-specific circumstances that could affect governmental operations and further COOP activation.
c. Identify possible affected areas.
d. Monitor hazard to determine if further action is needed.
2.
Department Heads
a. If affected by the emergency, follow instructions given by emergency responders.

b. Determine internal staffing threshold(s).
c. Ensure all necessities are mobilized in case of relocation to alternate facilities.
d. Secure vital records and documents. 

1.
COOP Coordinator

a. Assume the role of Incident Commander (IC) during COOP activation for the COOP operation only, and integrate into any other applicable command structure. 

b. Develop short- and long-term COOP goals and objectives in concert with the Mayor. 

c. Notify alternate facility Points of Contact (POCs) of impending activation and relocation requirements. 

d. Notify affected (and/or partner) local, regional, and state agencies of COOP activation.  

e. Order needed equipment and supplies. 

f. Determine the availability of interoperable communications. 

2.
Department Heads
a. Develop, coordinate, and manage all activities required for the department to perform its essential functions. 

b. Develop inter-departmental guidelines to ensure maximum (i.e., shared) use of resources. 

c. Notify employees (including the Non-Relocation Group [Non-RG] and Relocation Group [RG] – see below and Appendix 5 for definitions) and contractors/vendors regarding activation of the COOP and its status. 

d. Instruct RG to ready alternate facility.
e. Identify and assign delegation of authority.  

3.
Non-Relocation Group

a. Report home.
b. Be prepared to deploy and support the RG if required. 

4.
Relocation Group
a. Retrieve “Go-Kits” for COOP activation. 

b. Ensure families’ safety in the event of COOP activation. 

c. Assemble documents and or equipment required for the essential functions at alternate facility and render alternate facility operational. 
d. Report to and transport documents, equipment, and designated communications to alternate facility. 

1.
COOP Coordinator

a. Provide guidance to RG personnel. 
b. Provide guidance to Non-RG personnel and information to the public. 
c. Activate plans, guidelines, and schedules to transfer activities, personnel, records and equipment to the alternate facility.
d. Support full execution of operations supporting essential functions at the alternate facility.  

2.
Department Heads
a. Identify replacements for missing personnel (i.e., delegation of authority) and provide for the augmentation of staff, if initial staffing is inadequate.

b. Assign responsibilities to key staff at the alternate facility. 

c. Develop a process to account for and track all employees.
d. Ensure functionality of departmental Information Technology (IT) capabilities at the alternate site, including setting up/changing passwords, accessing network files, Internet and e-mail.  

3.
Relocation Group
a. Transfer activities, personnel, records, and equipment to the alternate facility. 

b. Staff and render alternate facility operational. 

c. Execute essential functions from the alternate facility. 

d. Establish communications with the COOP Coordinator, all other city departments, and other resources. 
4.
Non-Relocation Group 

a. Keep personal contact lines available.
b. Be prepared to report to the alternate facility should staff need to be rotated or if additional assistance is needed.


1.
COOP Coordinator
a. Inform all effected personnel that the threat is subsiding or no longer exists. 
b. Coordinate access to resources to ensure a full recovery (e.g., building inspectors; new office equipment; additional, longer-term alternate facilities; etc.).

c. Conduct an After-Action Review (AAR) of COOP plan execution and effectiveness.
d. As the Recovery Team Leader:
i. Coordinate and oversee the reconstitution process. 

ii. Create a Recovery Team (see Section IV.I.3 below). 

iii. Coordinate with the Recovery Team to develop a “reconstitution plan”.

iv. Identify the necessary objectives for the return to normal operations at the primary facility (or new facility if applicable). 

v. Coordinate with appropriate organizations to obtain office space for reconstitution if the primary facility is not habitable. 

vi. Develop a time-phased plan, listing functions and projects in order of priority, for resuming normal operations. 

vii. Ensure primary facilities are structurally safe and meet local occupancy requirements. 

2.
Department Heads
a. Supervise the return of personnel and equipment to the primary facility. 
b. Supervise the disassembly of alternate facility.
c. Supervise the recovery of primary facility.

D.
Notification
1. Department Heads will need as much notification as possible to ensure an effective activation of this plan. Such notification may be necessary as COOP operational mechanisms are being implemented. As such, a means of injecting the notification should be assigned to a specific agency rather than the “COOP Coordinator”.

2. The City Manager, as the COOP Coordinator, would most likely notify Department Heads via telephone, whether during work hours or after hours. The exception would be the water and sewer plants, for which the COOP Coordinator would contact the “contracted plant consultant”, who would notify the chief operators of the water and sewer treatment plants. 

3. Department Heads would be responsible for notifying their personnel.

4. Both the City Manager and Finance Officer maintain a roster of city employees, complete with primary and emergency contact information.

5. The following “telephone notification tree”, which is based on the city’s organizational chart, can graphically depict the notification process. 

 E.
Alternate Operational Considerations
1. Relocation
a. The COOP Coordinator should notify the Point of Contact (POC) at the alternate facility that it will be needed and should determine if it can be ready within 12 hours.

b. When it becomes necessary to relocate to an alternate site, the RG from each affected department should proceed immediately to that location and assume management of its establishment. The Non-Relocation Group should remain at the primary site until it is abandoned. 

c.
Once the alternate site is established and ready for operations, the COOP Coordinator can be notified. As outlined in the National Incident Management System (NIMS), the transfer process should include a briefing that captures essential information for continuing safe and effective operations. Members of the Non-RG should be sent home. 

d.
Because the need to relocate may occur without warning, Shinnston’s departments should make every effort to pre-position, maintain, or provide for minimum essential equipment for continued operations of essential functions at alternate facilities for a minimum of 14 days. 
e.
A complete list of potential alternate facilities is included in Section VIII.C.1 below. The preferred sites for specific departments are listed, along with such information as driving directions, in the department-specific COOPs in Appendix 2.
3. Go-Kits

a. Department Heads should ensure that their departments have a “Go-Kit” that is readily accessible in case of an emergency forcing a relocation. 
b. At a minimum each kit should contain the following. 

	· Flashlight

· First aid kit

· Personnel contact lists 
	· Laptop or other computer, if available

· Vital records, systems, and equipment (as needed)


F.
Security
1. Regular Facilities

a. The Shinnston Police Department would be primarily responsible for security at regular facilities throughout COOP activation.

b. Back-Up Security Resources

i. The Harrison County Sheriff’s Department serves as the primary backup to city law enforcement resources.

ii. Shinnston also maintains a Memorandum of Understanding (MOU) with the Clarksburg Police Department for assistance.

2. Alternate Facilities

a. As with regular facilities, those alternate facilities located in Shinnston (i.e., the police department and museum) would be secured by the Shinnston Police Department.
b. The above-identified security resource hierarchy would be in effect for provision of security at alternate facilities. 
c. Should Shinnston offices relocate to a facility in another jurisdiction, the city would rely on that jurisdiction’s primary law enforcement provider to coordinate security at the facility.

G.
Essential Functions

1. “Essential functions” are those that enable participating departments to provide vital services, exercise civil authority, maintain the safety of the general public, and sustain the industrial and economic base of Shinnston. 
2. Identifying Essential Functions

a. Department Heads should determine the essential functions of their office. 

b. Such criteria as code mandates, charter responsibilities, etc. should be considered when determining essential functions. 

c. During full activation of the COOP plan (i.e., Level 1), all other, non-essential functions should be temporarily suspended to enable the department to concentrate on the essential functions. 

3. The prioritization of essential functions should involve the determination of time criticality of each essential function and the sequence for recovery of essential functions and their critical processes. 
4. Detailed information on department-specific essential functions is listed in Appendix 2.
H.
Vital Records

1. Department Heads should develop a vital records program to ensure the protection and the recovery of vital records during emergency events. Such a program should be comprised of regular back-up protocols and potential off-site storage of back-ups (or archived records).
2. In general, the following are essential records that should be protected during periods of emergency.

a. Accounts payable and accounts receivable records,
b. Personnel records,
c. Police department activity sheets, incident reports, complaint forms, and document such as warrants and search warrants,
d. Sewer plant process control records,
e. Water plant operations records, monthly tests, and monthly operating reports, and
f. This COOP plan is also considered a “vital record” and stored in both primary facilities and alternate facilities.

3.
Records are generally backed up. Many records are copied and stored at an off-site location (which is usually the City Office for those departments operating elsewhere). Electronic records are generally backed up well; paper records are backed up, but with less frequency and protection from hazards. Records storage is detailed in Appendix 2.
4.
Information Systems

a. The city’s Finance Officer serves as the primary “Information Technology (IT)” person within the city’s government structure. The Finance Officer is adept at trouble shooting a number of problems with the daily operations of the city’s computers and network.

b. Should an emergency occur, the city would need to rely on the services of a contractor to aid in data restoration and reconstitution at an alternate site.

c. The internet provider is Suddenlink; Suddenlink resources should be engaged at times when service needs to be transferred. If the email system goes down, CityNet assists in its restoration.
I.
Reconstitution
1. “Reconstitution” (sometimes referred to as “recovery”) includes the resumption of normal activities as well as the tasks that are undertaken in preparation for a return to normal operations. Many recovery tasks may be accomplished by the “Recovery Team”.

2. Thresholds for Resuming Normal Operations

a. Level 2 and 3 Activations 
i. Since Level 2 and 3 activations address site-specific emergencies (i.e., no relocation), normal operations should be resumed upon the conclusion of the emergency.

ii. The COOP Coordinator should notify affected departments that the plan has been deactivated and that the threat has passed.

b. Level 1 Activation 
i. Law enforcement personnel have investigated and mitigated the threat.
ii. Impending weather hazards have occurred or are forecasted to miss the facility.
iii. Damaged portions of the facility(ies) have been repaired.
iv. The recovery from Level 1 activations may be accomplished in stages. For instance, operations may have to be relocated multiple times due to the capabilities of the facilities temporarily housing local government. Additionally, temporarily-suspended services may need to be re-established at an alternate facility due to the length of time for which services may be relocated. In a sense, normal operations could resume from an alternate location. In such an instance, this plan would still be activated (on a somewhat partial basis) until all offices resume normal operating guidelines and facilities.

c. As these thresholds are met, the “Recovery Team Leader” (see Section IV.I.3 below) should contact members of the recovery team to begin implementing appropriate recovery tasks.

3. Recovery Team Responsibilities
a. Determine what activities are appropriate based on the above thresholds.
b. Assess hazard effects at primary facilities.

c. Determine resource needs for returning to primary facilities.
i. Examples (to include but not be limited to):
· Structural inspection personnel,
· Electrical contractors,
· Suppliers, and/or
· IT specialists.
ii. Prioritize which resources (equipment, materials, etc.) are needed so that critical needs are met first.

iii. Coordinate with preparedness partners and/or the Harrison County Bureau of Emergency Services (HCBES) to procure necessary resources.

iv. If a facility or a portion of a facility appears to be inoperable for an extended period of time (up to one [1] year following resumption of normal activities) due to physical or other damage, identify facilities from which the affected offices could operate for the repair period.
d. Establish contact with service providers to ensure that infrastructure is operable once a return to normal facilities is implemented. 
i. Water: City of Shinnston (Water Department)
ii. Wastewater: City of Shinnston (Sewer Department)
iii. Electricity: Mon Power 

iv. Telephone: Frontier 

v. Internet: Suddenlink
e. Align resources to appropriately debrief staff.
f. Develop priorities for service re-establishment (which services should be put back online first?).
g. Ensure EPI regarding the re-opening of primary facilities is developed and distributed.
h. Maintain records of resources expended while implementing the transition back to normal operating guidelines.

4. Members
a. City Manager – Recovery Team Leader
b. Finance Officer

c. Public Works Supervisor

d. Police Chief

e. Fire Chief

f. Engineering Contractor(s)

5. The Recovery Team Leader may delegate the above responsibilities to team members as they are capable and available. 
V. DIRECTION, CONTROL, AND COORDINATION

A. General

1. The City Manager serves as the “COOP Coordinator” during activations of this document.

a. The role of “COOP Coordinator” may be filled in accordance with the line of succession for the City Manager, as listed in COOP 1 of Appendix 2. Further, as another backup, the role may be filled on a general basis by the Mayor. 

b. The COOP Coordinator should, or delegate the authority to, develop an Incident Action Plan (IAP) based on the nature of an incident and assessment of any primary facility(ies) that is/are affected.
c. The wire diagram below depicts the organization of continuity operations (in an effort to maintain consistency with the NIMS, which governs all other emergency operations in the City of Shinnston). As can be seen, on account of the city’s small structure, some positions must be filled by the same individual.

Figure 5.1
B. Delegation of Authority (Process)

1. Delegation of authority is established to define the boundaries of authorities given to specified positions and to ensure a decision-making capability for all departments during emergencies.

2. The duration of an emergency is the time period from when the COOP plan is formally activated until the complete deactivation of the COOP plan.

3. Each governmental agency in Shinnston has specified who is authorized to make decisions or act on its behalf to ensure rapid response to an emergency situation that requires COOP activation. 

4. The process utilized by the city for the delegation of authority for this COOP plan involves the following.
a.
The identification of which authorities can and should be delegated. 

b.
A description of the circumstances under which the delegation would be exercised, including when it would become effective and terminated. 

c.
The identification of the limitation(s) of the delegation. 

d.
Documentation of whom the authority should be delegated. 

e.
A method to ensure that officials are properly trained to perform their emergency duties.
5. There are generally two (2) types of authority that can be delegated. Figure 5.2 describes them.
Figure 5.2
	
	EMERGENCY AUTHORITY
	ADMINISTRATIVE AUTHORITY

	Definition
	The ability to make decisions relating to an emergency, such as deciding on activation of the COOP plan, service suspension, and office closure considerations.
	The ability to make decisions that have effects beyond the duration of the emergency, with a pre-assigned expiration date. 

	Grantor
	Department/Agency Head
	City Manager, Mayor

	Conditions
	The unavailability of a higher ranking individual during an emergency situation.
	The unavailability of the Department/Agency Head for the duration of the emergency and following the emergency.

	Responsibilities
	· Personnel and customer safety decisions.

· Service suspension and office closure considerations.

· Commitment of department resources toward provision of essential services during the emergency.

· Interaction with emergency services personnel and other Department Heads.

· Serve as a POC for the City Manager.

· Maintain status of the respective department for the duration of the emergency.
	· Decisions include:

· Policy determinations,

· Hiring/dismissal of employees, and

· Allocation of fiscal and non-monetary resources.

· Equivalent to the assumption of all Department Head responsibilities for the duration of the delegation.

· Subject to the approval of the City Manager and/or City Council as per normal operating protocols.

	Limitations
	· The only personnel decisions permissible by emergency authority are those related to life safety and health.

· Hiring and dismissal of employees is not granted by emergency authority.

· Commitment of departmental fiscal resources is not granted by emergency authority.

· Policy and service provision modifications (i.e., a re-prioritization of essential services) are not granted by emergency authority.
	· Delegation is assigned an expiration date by the City Manager or Mayor.

· The delegation end upon the return of the regular authority figure, regardless of the expiration date assigned by the City Manager or Mayor.


C. Lines of Succession

1. “Lines (or orders) of succession” are simply written statements of individuals that are qualified to serve as back-ups to Department Heads. To ensure an effective continuity program, lines of succession should be a minimum of “three (3) deep”, or comprised of the regular position holder and two (2) back-ups.
2. If possible, each outgoing staff member should be responsible for notifying his/her successor. If something has happened that this is not possible, the COOP Coordinator may need to make this notification.

3. Detailed information for department-specific lines of succession is listed in Appendix 2.
VI. INFORMATION COLLECTION AND DISSEMINATION

A. Reporting Emergencies
1. As mentioned, some emergencies develop without advanced warning; others occur over a prolonged period of time. 
a. The following situations are considered “quick onset” emergencies.
i. Fire,
ii. Utility (water, sewer, electricity, natural gas) failure,
iii. Utility (water, sewer, gas) leakage,
iv. Site-specific medical emergency,
v. Unauthorized intruder,
vi. Disgruntled employee, and
vii. Hostage situation.
b. Guidelines for Reporting Emergencies
i. Whoever notices the emergency should dial 911, who would then dispatch appropriate emergency responders (e.g., fire department, EMS, etc.).

ii. Following the 911 call, whoever notices the emergency should contact their Department Head.
iii. Some notifications may be necessitated by the presence of an intruder. Under such circumstances, it would be beneficial for the intruder to not be aware of the notification.

2. If a Department Head is in need of assistance (e.g., could utilize extra personnel, is experiencing infrastructure disruptions, etc.), he/she may contact the City Manager or Finance Officer to request the resource.

B. Public Information

1. Limiting or otherwise altering municipal government operations would likely create significant public information considerations to ensure that the public knows how to access essential government services, and to create a sense of security during emergency situations.

2. Upon COOP activation, communications should be established between the COOP Coordinator, Department Heads, RGs and Non-RGs, and all primary and alternate facilities. This network could be referred to as the Joint Information System (JIS) for the COOP operation and should be utilized to maintain a consistent message to neighboring governments, the public, etc.

3. As outlined in Annex D of the Harrison County Emergency Operations Plan, Emergency Public Information (EPI) should be disseminated by a qualified Public Information Officer (PIO) vested with the appropriate authority. The City Manager serves as Shinnston’s PIO.  

VII. COMMUNICATIONS

A. Landline telephones serve as a primary means of communications between the COOP Coordinator and Department Heads. The primary backup is cellular communications. (NOTE: Cell service is available at all primary and pre-identified alternate facilities.)
B. Other forms of communication include the following:

1. Fax, and

2. Email.

C. The city’s police and fire departments also have access to radio communications that could assist in establishing a communications link with outside resources.

D. Landline telephones should be used to facilitate communications with non-Relocation Group (non-RG) and city personnel (who are at home).

E. Communications should be kept to a minimum and only include critical or essential information. Numerous messages may need to be transmitted and non-essential information should be withheld until requested to ensure that essential messages are received and acted upon.

1. Essential information includes casualty information, notice of immediate infrastructure failures or service interruptions, critical resource needs, and status updates (at pre-determined intervals).

2. Non-essential information includes status updates (at other than pre-determined times), general questions, and other information not related to the emergency.

VIII. ADMINISTRATION, FINANCE, AND LOGISTICS
A. Administration: The governmental agencies of the City of Shinnston have determined to what level emergency operations can be sustained internally and have developed guidelines to augment capacity beyond that level through the acquisition of services, personnel, resources, and equipment necessary to perform mission essential functions through Mutual Aid Agreements (MAAs) with a variety of recovery resources (see the attachments to Appendix 2). 

B. Finance

1. Continuity of Fiscal Matters

a. In general, the Finance Officer should monitor the fiscal elements of the city. If revenue is reduced to the point that normal payables are in danger of being “missed”, the Finance Officer should notify the City Manager (who would notify the Mayor). Together, the Finance Officer and City Manager should then employ such strategies as denying purchase orders for anything other than essential items, suspension of payroll, etc. 
b. Priority of Accounts Receivable/Accounts Payable

i. Accounts Receivable
· Water/sewer payments (especially those from Harrison Power Station),
· Business and Occupation (B&O) tax, and
· All other payments to the city fall into a third priority.
ii. Accounts Payable

· Payroll,
· Utility payments,
· Vendor payments, and
· All other payments due by the city fall into a fourth priority.
c. This plan should be activated under emergency conditions. It is assumed that resource procurement may only be necessary during long-duration emergencies when local officials are attempting to maintain operations (possibly on a restricted, minimal basis).
d. Emergency Procurement

i. The City Manager should approve all emergency expenditures.

ii. During significant emergencies (including those during which this plan would be activated), the Mayor and City Council can declare a “local state of emergency”, which would allow them to receive external assistance from higher levels of government as well as temporarily suspend some bidding requirements for services/supplies. It should be noted, though, that the next-highest level of government would be the county, with which many agreements for assistance already exist. A “state of emergency” is not required to request assistance outlined in existing agreements.
iii. Emergency procurement may be facilitated on a pre-emergency basis by negotiating agreements with the providers of said resources. 

iv. Emergency resource procurement would typically be done by the City Manager (in coordination with the Finance Officer) at the alternate location from which she is operating. 
e. Payroll

i. Payroll is both hourly and salary, depending on the position. 
ii. Payroll should be maintained at normal levels for as long as possible.

iii. During emergency situations (or otherwise when revenue is reduced), the Finance Officer should monitor account levels so as to make recommendations regarding payroll reductions or suspensions. 
iv. Options to Consider

· Payroll may naturally be suspended for hourly employees if they do not work.

· Payroll may also be reduced or suspended for salary employees if they are not non-relocation group members and are thus not reporting to work.
v. Suspension of payroll is considered a last resort.

f. Insurance Provisions

i. Employee Benefits Policies: Employee benefits policies are provided through the Public Employees Insurance Agency (PEIA) for health and the state Public Employees Retirement System (PERS) for retirement. Workers compensation insurance is provided by Travelers (i.e., Wesbanco Insurance).
ii. City Facilities: Building policies are maintained through Travelers (i.e., Wesbanco Insurance).

2. Contractors and Suppliers

a. Individual departments should notify their contractors and suppliers for their individual office if payment may be interrupted due to a temporary suspension of government services or closure of government offices.

b. The Finance Officer should notify each office if revenue has been decreased to the point of delaying payment of invoices. Such notification may include an indication that purchase orders may not be approved for non-essential items until after the conclusion of the emergency. 

i. When notifying offices that payment may be delayed, the Finance Officer should also indicate when payment can be expected (if it is possible to do so).

ii. A detailed listing of which outstanding invoices may be delayed should be given to Department Heads to ensure that clear communications can occur between that Department Head and his/her contractors/suppliers.

c. When contacting contractors/suppliers, Department Heads should convey the following.
i. Briefly explain why payments are being delayed.

ii. Outline in detail those invoices for which payment may be delayed.

iii. Include an estimate – as and if given by the Finance Officer – of when payment can be expected.
iv. Attempt to negotiate continuance of services, if necessary.
d. If services may continue to be needed from a particular contractor/supplier, the department should attempt to negotiate continuance of those services with the understanding that invoices may not be accepted until after the conclusion of the emergency and the resumption of normal activities.

C. Logistics

1. Alternate Facilities
a. The following factors were taken into consideration when selecting alternate facilities.

i. Location: Select a site that provides a risk-free environment (if possible) and is geographically dispersed from the primary facility. This may reduce the chance that the site may be affected by the same event that required the COOP activation. An alternate facility should be located in an area that has a different water source and power grid as the original building. Road access may also be determined when choosing an alternate location. 

ii. Construction: The alternate facility should be constructed so that it is relatively safe from the high-risk hazards in the area. 

iii. Space: The alternate facility should have enough space to house the personnel, equipment, and systems required to support all of the organization’s essential functions. 

iv. Billeting and Site Transportation: Billeting and site transportation should be available at or near the alternate facility. Sites that are accessible by public transportation and that provide billeting, or are located near hotels, offer important advantages. 

v. Communications: The site may need to support the COOP information technology and communication requirements. The agency may need to acquire any capabilities not already in place. In many cases, redundant communication facilities should be considered in an effort to reduce the impact of communication line failures. If this type of configuration is needed, it is advisable to request route diversity to the facility from the communication carrier. This may reduce the impact of problems caused by remote network elements, such as the telephone company central office switching gear. Pre-provisioning and testing of interoperable communications capabilities is advisable. 

vi. Security: Security measures, such as controlled access, should be an inherent part of the alternate facility. 

vii. Life Support Measures: Access to life support measures, food, water, and other necessities, should be available onsite or nearby. 

viii. Site Preparation Requirements: The amount of time, effort, and cost required to make the facility suitable for the agency’s needs is critical. 

ix. Maintenance: Consider the degree of maintenance required to keep the facility ready for COOP operations. Lower-maintenances facilities offer a distinct advantage in case of no-warning COOP activation. 

x. The use of alternate facilities implies the implementation of shared or joint operations of the relocated departments. Consequently, such resources as telephones, copiers, computers, physical space, etc. may be shared based on the availability of items.

xi. Often times, alternate facilities are determined by nature of the hazard or the level at which this plan is activated.

xii. For a full relocation, the COOP Coordinator should be responsible for notifying the alternate facilities that relocation has been implemented. The COOP Coordinator should utilize its internal documents, plans, and guidelines to procure the resources that may be necessary to transfer operations to an alternate facility.

b. List of Alternate Facilities

i. Shinnston Police Department
· Access to the police department can be assured, as it is owned by the city.

· The police department has a separate phone line and computer system from the rest of the city.

· The department has larger conference spaces available that could serve as council chambers and court space.

· Work stations would likely be placed in the corners of the space used for municipal court. There would still be space available for municipal court with such an arrangement. Another, alternate option could include re-scheduling municipal court by a week (contingent on the length of time the space is needed).
· The police department is located on the “other side” of Shinnston from the City Office. It is likely that large, area-wide incidents would affect both facilities. The police department would be most appropriate when just the City Office is unavailable or communications have been impacted.
· The facility would be considered a “warm site”; all that would be needed to operate from the police department would be personnel and access to vital records.

ii. Bice-Ferguson Memorial Museum

· The museum is also a city-owned site. 

· Typically, the facility is open to the public June through November; as such, it would be more available to host city operations between December and May.

· The telephone and computer system is the same that is located at the City Office; consequently, the museum cannot serve as an alternate site should communications be impacted.

· The second floor of the museum is a large open space that could easily be used as a meeting room for council and municipal court. The first floor would be primarily used as workspace for essential personnel.

· The museum is located in close proximity to the City Office. It is likely that large, area-wide incidents would affect both facilities. The museum would be most appropriate when just the City Office is unavailable.

· Most generally, the site is considered a “warm site”; as such, all that would be needed to operate from the museum would be personnel and access to vital records.

iii. Clarksburg Municipal Building
· Clarksburg’s municipal building could serve as an alternate site should operations need to be moved outside of the city.

· The City Manager maintains a good relationship with the Clarksburg City Council, but there is no agreement in place to use Clarksburg’s facility.

· As a municipal building, this site would contain adequate and appropriate space for council meetings and municipal court.

· The site could be considered a “warm site” as all that would be needed to operate from the Clarksburg facility would be personnel and access to vital records.

2. Resource Management

a. Department heads throughout the city maintain their own contact lists for resources. The city can also look to the Harrison County Bureau of Emergency Services (HCBES) for resource support; the HCBES maintains a list of resources from throughout Harrison and surrounding counties.
b. During emergencies for which a local “state of emergency” has not been declared, the City Manager should approve all emergency procurements.

i. If, during restricted or relocated operations, resources become necessary, the Department Head should notify the COOP Coordinator. The COOP Coordinator should then prioritize the resource (in the context of all resources that are being requested), identify and procure it, and notify the Department Head regarding its deployment. 
· Department Heads should utilize the “resource form” that is included in Appendix 3 to request resources. These forms mimic the ICS 209 and 308 forms normally used by an Incident Commander and within the EOC (if activated). The use of these forms is important so that an accurate record of resources requested, procured, and deployed can be kept.
· In many cases, expendable resources would need to be purchased or replenished. The city may negotiate fair compensation with the provider of the resource.
· Non-expendable resources, such as rented equipment, would need to be returned. Fees for the use of these items may be based on the amount of usage. For this reason, Department Heads should be notified by the City Manager if a resource is non-expendable and instructed to keep records regarding the use of the item.

ii. If relocation to an alternate facility becomes necessary, the COOP Coordinator should work with a representative from that alternate facility to establish an operating by arranging desks, computers, telephones, copiers, etc. 
3. It may become necessary to disseminate information on assistance that can be provided to the city’s employees should they be affected personally be the hazard.

a. The Finance Officer maintains all information relating to employee benefits.

b. The crisis mental health contact for Harrison County and the communities therein is United Summit Center.

c. The Harrison County Office of Emergency Management (through the HCBES) maintains information on federal Public Assistance (PA) programs.

IX. PLAN DEVELOPMENT AND MAINTENANCE

A. The City Manager is the primary custodian of this document within city government. 

B. Each department that participates in this plan should review its portion of the plan at least once a year, usually at the termination of an exercise designed to test the plan. Representatives from those agencies should submit their changes to the City Manager.
C. This Continuity of Operations (COOP) plan is normally kept at the City Office.

2. Department Heads are provided with the Basic Plan; appendices one, three, four, five, and six; and their department-specific COOP guideline. They are expected to secure their copies as well.
3. The primary backup copy is kept in the safe at the City Office.
4. A secondary backup copy is kept at the Shinnston Police Department.

5. A tertiary backup is given to the Harrison County Bureau of Emergency Services (HCBES).

D. Tests, Training, and Exercises (TT&E)
1. City personnel are trained on this plan through planned presentations as well as potential tabletop and functional exercises. 

2. As required by FCD-1, Shinnston’s COOP test program should include: 

a. Annual testing of alert, notification, and activation procedures for continuity personnel, and quarterly testing of such procedures for continuity personnel;
b. Annual testing of plans for recovering vital records (both classified and unclassified), critical information systems, services, and data;
c. Annual testing of primary and backup infrastructure systems and services (e.g., power, water, fuel) at alternate facilities;
d. Annual testing and exercising of required physical security capabilities at alternate facilities;

e. Testing and validating equipment to ensure the internal and external interoperability and viability of communications systems, through monthly testing of the continuity communications capabilities (e.g., secure and non-secure voice and data communications);

f. Annual testing of the capabilities required to perform essential functions;

g. Conducting annual testing of internal and external interdependencies identified in this continuity plan, with respect to performance of essential functions; and
h. A process for formally documenting and reporting tests and their results.
3. This plan may be periodically tested by emergency exercises. All exercises should be compliant with the Homeland Security Exercise and Evaluation Program (HSEEP).
4. Emergency exercises may be developed jointly be several city departments.

5. As with all emergency exercises, any activities should be followed by an AAR to characterize the nature of the response. If COOP guidelines are significantly tested, appropriate portions of this plan should be reviewed to determine the adherence of city offices to the plan as well as its overall effectiveness.

E. Updating the Document

1. Department Heads are responsible for submitting changes to the continuity of operations information specific to their office to the City Manager.

2. The City Manager should distribute a form to each department to solicit any changes in their COOP structure on an annual basis commencing from the authentication date listed below. See Appendix 4.
3. Changes should be distributed upon their integration into the document.

4. The table listed below gives a guideline to updating this COOP plan.

	Activity
	Tasks
	Frequency

	Plan update and certification 
	· Review entire plan for accuracy.

· Incorporate lessons learned and changes in policy and philosophy.

· Manage distribution of plan updates. 
	Semi-annually

	Maintain and update Orders of Succession
	· Obtain names of current incumbents and designated successors.

· Update Delegation of Authorities. 
	As-needed

	Checklists
	· Update and revise checklists.

· Ensure annual update/validation. 
	As needed 

Annually

	Update rostering all positions
	· Confirm/update information on rostered members of COOP Teams.
	Monthly or quarterly

	Appoint new members of the COOP Team
	· Qualifications determined by COOP Leaders.

· Issue appointment letter and schedule member for orientation.  
	As needed

	Maintain alternate work site readiness 
	· Check all systems.

· Verify access codes and systems. 

· Cycle supplies and equipment as needed. 
	Quarterly 

	Review and update supporting Memoranda of Understanding/Agreements
	· Review for currency and new needs.

· Incorporate changes, if required.

· Obtain signature renewing agreement or confirming validity. 
	Annually 

	Monitor and maintain equipment at alternate sites
	· Train users and provide technical assistance.

· Monitor volume/age of materials and assist users with cycling/removing files. 
	Ongoing 

	Train new members
	· Provide an orientation and training class.

· Schedule participation in all training and exercise events. 
	Within 30 days of appointment

	Orient new policy officials and department heads 
	· Brief officials on COOP.

· Brief each official on his/her responsibilities under the COOP. 
	Within 30 days of appointment

	Plan and conduct exercises 
	· Conduct internal exercises.

· Conduct joint exercises with local, regional, and/or state agencies. 

· Support and participate in interagency exercises.
	Semi-annually 

Annually

Annually or as needed 
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